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1 EP0 8 

Description 

BACKGROUND OF THE INVENTION 
Field Of The Invention 

[0001] The present Invention concerns performing re- 
mote maintenance and servicing of a network perpheral 
device over the World Wide Web or other network. 

Description Of The Related Art 

[0002] Traditionally, when a peripheral device, such 
as a copier, required manufacturer's maintenance or 
servicing, the end user contacted the company's tech- 
nical support or servicing department which then dis- 
patched a service technician to visft the user's site and 
service the device. In addition, in many cases a service 
technician would visit the user's site on a periodic basis 
to perform scheduled maintenance. 
[0003] Thus, the traditional method of providing main- 
tenance and service for a device ordinarily required a 
service technician to physically visit the site where the 
device is located. Moreover, several visits might be re- 
quired if, upon the first visit, the technician discovered 
that he did not have with him one or more tools or parts 
to further diagnose or correct a discovered problem. 
[0004] Accordingly, there has long existed a need to 
reduce the number of site visits required to be made by 
service technicians, and when a site visit is required, to 
provide the service technician with advance information 
regarding any problems that might exit. 
[0005] Point-to-point modem connections have been 
used in the past to accomplish some of these goals. 
However, InstaDing a modem in the peripheral device Is 
many times redundant, as most large organizations 
maintain modem bank servers on their LANs. Addition- 
al ry, such a technique requires the peripheral device to 
have access to an available analog phone line, which Is 
often difficult to find large companies. 
[0008] EP-A-0663623 discloses a graphics imaging 
device connected to a telephone network via a modem. 
The device is able to download machine parameters or 
transmit error logs to a field service computer connected 
to the telephone network via a second modem. The im- 
aging device receives a command to enter a service 
mode, a further command being effective to restart the 
imaging device in its normal operational mode. The field 
service computer uses specialised software to commu- 
nicate with the Imaging device. 

[0007] US-A-5347348 discloses a photocopier con- 
nected to a service centre through a telephone tine. A 
serviceman at the service centre transmits adjustment 
command signals to the photocopier through the tele- 
phone tine used by the device to set a value determining 
image quality, the device sending information indicating 
the resultant altered set value. 

[0008] US-A-5485246 discloses a control system for 
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collectively supervising a plurality of copiers. In particu- 
lar, the system Is arranged to enable the copiers to be 
set with Identical data. The copiers are connected to 
control device via a telephone network. Data is down- 
s loaded and uploaded to and from the copiers including 
error data produced by self diagnosis of the copiers. 

SUMMARY OF THE INVENTION 

'0 [0009] It Is therefore an object of the present invention 
to address the foregoing difficulties by providing meth- 
ods and apparatuses by which certain servicing and 
maintenance of a network peripheral device can be per- 
formed remotely, such as from a centralized service or- 

'* ganizatlon of a device manufacturer, over a network, 
such as the World Wide Web. By providing servicing and 
maintenance according to the present invention, the 
number of site visits required to accomplish those tasks 
can be reduced, and in the event that a site visit Is still 

20 deemed necessary, problems with the network periph- 
eral device can be discovered in advance, enabling the 
service technician to better prepare to repair the prob- 
lem. As used herein, a ■network peripheral device* 
means a peripheral device together with a network 

25 board for communicating over a network. 

[0010] According to a first aspect of the present inven- 
tion, there is provided a method for controlling a periph- 
eral from a remote apparatus over a network character- 
ized in that the peripheral has a server and a connection 

30 to the network, and the remote apparatus has a web 
browser and a connection to the network, and the meth- 
od performed at the remote apparatus comprises the 
steps of: sending packet data from the remote appara- 
tus over the network to the peripheral including a re- 

33 quest to provide function Information showing one or a 
plurality of functions for service or maintenance of the 
peripheral; receiving at the remote apparatus packet da- 
ta from the peripheral over the network, the packet data 
including data presenting the function Information from 

40 the server to the browser, causing the browser to display 
function Information at the remote apparatus in accord- 
ance with the received data; and in response to user 
selection from the displayed function information, send- 
ing packet data from th e remote apparatus over the net- 

45 work to the peripheral, the packet data including a re- 
quest to perform the selected function of the peripheral, 
wherein the selected function is performed at the periph - 
eral. 

[00T1J According to a second aspect of the present 
so invention, there is a method for obtaining instruction on 
a peripheral from a remote apparatus over a network, 
characterized in that the peripheral has a server and a 
connection to the network, and the remote apparatus 
has a web browser and a cortn action to the network, and 
55 that the method performed at the peripheral comprises 
the steps of: receiving at the peripheral packet data from 
the remote apparatus over the network, the packet data 
including a request to provide function information 
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showing one or a plurality of functions for service or 
maintenance of the peripheral; sending packet data 
from the peripheral over the network to the remote ap- 
plication, the packet data including data presenting the 
function information from the server to the browser to 
enable the browser to display the function information 
at the remote apparatus In accordance with the data; 
receiving at the peripheral packet data from the remote 
apparatus over the network, the packet data Including 
a request to execute the function selected from the func- 
tion information; and in response to the second request 
to execute me selected function, executing the selection 
function at the peripheral. 

[0012] According to a third aspect of the present in- 
vention, there is provided an apparatus for obtaining in- 
struction for a peripheral from a remote apparatus over 
a network, the apparatus being characterized in having 
a server and a connection to the network, the remote 
apparatus having a web browser and a connection to 
the network, the apparatus for obtaining Instruction fur- 
ther comprising: receiving means for receiving packet 
data over the network, the packet data Including a re- 
quest to provide function Information showing one or a 
plurality of functions for service or maintenance ol the 
peripheral; sending means for sending data over the 
network, the packet data including data presenting func- 
tion information from the server to the browser to enable 
the browser to display the function Information at the re- 
mote apparatus in accordance with the data presenting 
function information; receiving means for receiving 
packet data over the network, the packet data including 
a second request to execute a function selected from 
the function information; and controlling means for, in 
response to the second request, controlling the periph- 
eral to execute the selected function. 
[001 3] This brief summary has been provided so that 
the nature of the invention may be understood quickly. 
A more complete understanding of the invention can be 
obtained by reference to the following detailed descrip- 
tion of the preferred embodiments thereof in connection 
with the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] 

Figure 1 is a diagram of a network architecture of 
an embodiment of the present invention. 
Figure 2 is a diagram showing the physical layout 
of components on a network board of an embodi- 
ment of the present invention. 
Figure 3 is a functional block diagram of the network 
board. 

Figure 4 is a perspective view showing the outward 
appearance of a workstation of an embodiment of 
the present invention. 

Figure 5 Is a block diagram of a user's workstation. 
Figure 6 is a block diagram of a technical support 



operator's workstation. 

Figure 7 Is a copier home page as displayed by an 
Internet browser. 

Figure 8 Is an HTML file corresponding to the copier 

5 home page of Figure 7. 

Figure 9 is an HTML file corresponding to a Tab 
Frame of the copier home page of Figure 7. 
Figure 10 Is an "Administration" web page as dis- 
played by a browser. 

io Figure 11 is an HTML fie corresponding to the "Ad- 
ministration" web page of Figure 1 0. 
Figure 12 is a Technical Support server home page 
as displayed by a browser. 
Figure 1 3 is a flowchartf or describing process steps 

" to create an SNMP client In a workstation and to 
reboot a copier via the SNMP client 
Figure 14 is a flowchart for describing process steps 
to send copier Information to a technical support or- 
ganization. 

20 Figure 15 Is a flowchart for describing process steps 
to send copier Information to a technical support or- 
ganization. 

Figure 1 6 depicts a Web page for providing servic- 
ing information generated by a network copier In re- 

25 sponse to a service organization request. 

Figure 17 depicts a Web page showing mainte- 
nance and diagnostic functions available to be ex- 
ecuted by a network copier. 
Figure 18 Is a flowchart for describing a method for 

30 performing remote maintenance and servicing of a 
network copier over the internet 
Figure 19 depicts a service request page automat- 
ically generated by a network copier in response to 
a detected condition. 

6 Figure 20 is a flowchart for describing a method by 
which a network peripheral device may send an au- 
tomatic service request over an IP-network. 

DETAILED DESCRIPTION OF THE PREFERRED 
40 EMBODIMENTS 

[Network Architecture] 

[0015] Figure 1 is a diagram of a network architect una 
45 which can be used to implement an embodiment of the 
present invention. Included In Figure 1 is Network Inter- 
face Board (NIB) 14, an example of which Is described 
in U.S. Patent Application No. 08/409,034, filed March 
23, 1995, entitled "Network Interface Board For Digital 
£0 Copier*. The NIB 14 is coupled to a copier 11 having an 
open architecture through a Multi-Device Controller 
(MDC) 12. In a preferred embodiment, the copier 11 is 
a Canon GP-55 or other copier capable of establishing 
a robust interface with NIB 14. The NIB 14 Is also cou- 
ss pied to a local area network (LAN) 15 through a LAN 
Interface, for example, an Ethernet interface 10Base-2 
with a Coax connector or 1 0Baso-T with an RJ-45 con- 
nector. Alternatively, the present invention may utilize a 
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LAN conforming to a Token- ring architecture. 
[0016] PfuraJ workstations, such as workstations 9 
and 16. are also connected to the LAN 15, and under 
control of tha network operating system those worksta- 
tions are able to communicate with the NIB 14. One of * 
the workstations, such as workstation 9, may be desig- 
nated for use as the network administrator. 
[0017] In addition, workstations 9 and 16 may each 
comprise a standard workstation capable of generating 
data files, transmitting them onto the LAN 15, receiving 
files from the LAN 15. and displaying anoVor processing 
such files. A workstation may also have a printer con- 
nected directly to It. 

[001 8] Printers 1 0 and 1 7 are connected to the LAN 
15 respectively through a Network Expansion Device 
(NED) 13 and a Network Expansion Board (NEB) 18 
(examples of which are described tn co-pending U.S. 
Patent Application No. OB/489,116, filed June 9, 1995, 
entitled "Outputtlng a Network Device Log File - ), re- 
spectively. Other unshown peripherals may also be con- 
nected to the LAN 15. 

[001 9] Typically, a LAN services a fairly localized 
group of users such as a group of users on one floor or 
contiguous floors in a building. As users become more 
remote from one another, for example, In different build- 
ings or different states, a wide area network (WAN) (not 
shown) may be created which is essentially a collection 
of several LANs all connected by high speed digital 
lines, such as high speed integrated services digital net- 
work (ISDN) telephone lines. 

[0020] Figure 1 shows that LAN 15 Is connected to 
the World Wide Web 6 via a router 7. Accordingly, LAN 
15 must support data packets transmitted according to 
the TCP/IP network protocol (IP-packets). Each IP- 
packet includes a destination field indicating the network 
address of the intended recipient, a source Meld Indicat- 
ing the network address of the sender, a data field, a 
field indicating the length of the data field, and a check- 
sum field for error detection. Although the Invention Is 
described with respect to IP communications, it should 
be understood that the invention can be implemented 
using other communication protocols as well. 
[0021] The router 7 p rimarfly provides the LAN 1 5 with 
Web monitoring functions, routing IP-packets intended 
for devices on LAN 15 to the LAN 15 and discarding all 
others, and placing IP-packets generated by devices on 
LAN 1 5 onto the Web 6. 

[0022] Also connected to the Web 6 are router 2 which 
provides workstations 1 and 3 with access to the Web 
6 and router 5 which provides workstations 4 and 8 with 
access to the Web 6. tn the present invention, worksta- 
tions 1 and 3 are connected to a Technical Support or- 
ganization LAN 19 and workstations 4 and 8 are con- 
nected to a Sales organization LAN 20. Similarly, the 
workstation 4 is located at the Sates center responsible 
for providing accessories to the GP-55 copier 11 . 
[0023] A preferred embodiment of the present Inven- 
tion is described below in the context of IP communica- 
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tlons among workstations 1 and 9, each of which in- 
cludes a network expansion board (not shown) for gen- 
erating IP- packets, and copier 11 which utilizes NIB 14 
to generate IP-packets. However, the present Invention 
Is not limited to using the foregoing hardware. For ex- 
ample, the Invention could also be implemented by us- 
ing a network expansion device, such as NED 13, a net- 
work expansion board, such as NEB 18, provided a ro- 
bust peripheral to network board Interface can be estab- 
lished. Similarly, other peripheral devices could be sub- 
stituted for copier 11 , and a variety of processing devic- 
es could be substituted for workstations 1 and 9. 

[Network Interface Board] 

[0024] Broadly speaking, the NIB 14 is an interactive 
network device which couples the copier 1 1 to the LAN 
15, making the copier 11 a responsive and Interactive 
network member. The NIB 1 4 receives copy data, status 
requests, and control commands from the LAN 15. 
transmits copy data, status requests, and control com- 
mands to the copier 1 1 for execution, and transmits sta- 
tus information back to the LAN 15. Thus, the NIB 14 
can perform not onfy remote copying services and copy 
server functionalities, but can also offer to network 
members whatever status and control features are 
available from the peripheral Interface. 
[0025] Figure 2 Is a view showing the physical layout 
of components on the network Interface board 1 4. As 
shown In Figure 2, the NIB 14 includes, ad mounted on 
a PCB (printed circuit board) 21 , ac microprocessor 22 
such as an Intel 80486-DX2 microprocessor for control- 
ling all functions on the NIB 14, a PC-AT chipset 24 
which includes logic circuitry specific to the NIB 14 for 
controlling and monitoring various functions on the NIB 
14, such as monitoring address and data buses and is- 
suing chip select commands, a network controller 25 
such as an Ethernet controller for managing access to 
the local area network, and three network connectors 
26, 27 and 29 for connecting to any of the standard net- 
work wiring such as T-base 10, T-base 1 0 and AUI. The 
microprocessor 22 is provided with a minimum of 4 MB 
of dynamic RAM (DRAM) via the SIMM sockets 30, 
which can accept up to 64 MB of DRAM. A dual port 
RAM 31 is provided to communicate with the MDC 12 
via a connector 32. 

[0026] The microprocessor 22 Is also provided with 
access to EPROM 34 for persistent storage. Two option 
slots 35 and 36 respectively, which are controlled by a 
PCMCIA interface controller 37 are provided for PCM- 
CIA type 2 expansions by which ft is possible to equip 
the NIB 14 with a variety of additional peripherals such 
as a modem, an ArcNet interface, and the like. 
[0027] Access to the MDC's video bus Is provided via 
a video bus connector 38 which is controlled by a video 
Interface gate array 39. Gate array 39 has access to a 
minimum of 1 MB of video RAM (VRAM) which Is ex- 
pandable up to 32 MB of DRAM via a SIMM socket 40. 
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[0028] Status lights 41 are provided for a user to mon- 
itor internal status flags of the NIB 14. In addition, two 
data Interface ports are provided: a bi-dlncct tonal paral- 
lel port 42 so as to permit connection to a bi-directional 
data device such as a stand-alone computer, and an 
RS-232 serial port 44 so as to support serial communi- 
cation such as for debug purposes. 

[Network Interface Board Software] 

[0029] Figure 3 II rust rates examples of blocks of code, 
or software modules, that are utilized by the NIB 14. The 
XP module 51 provides a standardized Interface be- 
tween the copier 11 and the NIB 14. AMLID (Multl Link 
Interface Driver) 68 is a piece of code (Media Support 
Module, or MSM) linked together with a piece of cus- 
tomized code (Hardware Support Module, or HSM) that 
is the lowest level of connection to the LAN 16. The LSL 
(Link Support Layer) 63 is a piece of code that acts as 
a multiplexer between the low level MLID 68 and the 
TCP/IP protocol stack 56, the Novell IPX protocol stack 
57, the Appletalk protocol stack 59 and the NetBIOS 
protocol stack 60 above it. 

[0030] The Protocol Independent Interface (Pit) mod- 
ule 61 provides a single interface for communication via 
the various supported protocols. Because the NIB 14 
supports multiple protocol stacks, this module exists as 
long as the NIB 14 is running. Flash server 62 is used 
to reprogram EPROM 34. Pll module 61 works in con- 
junction with flash server 62 to monitor and support the 
various protocol stacks. 

[0031 ] Th e N I B 1 4 also supp orts a Hyper Text Trans- 
fer Protocol ("HTTP") server 64 which enables worksta- 
tions 9 and 1 5 of the LAN 15 to access the NIB using a 
web browser which supports World Wide Web protocol. 
Accordingly, the NIB 14 also contains files which may 
be passed to such a web browser according to HTTP 
protocol, such as Hyper Text Markup Language 
("HTML") flies, JAVA applets, or Graphics Interchange 
Format ("GIF") files. JAVA applets are platform-inde- 
pendent segments of executable code which are de- 
signed to run behind an applet-enabled web browser on 
a workstation using a JAVA Virtual Machine ("JVM'). 
[0032] In addition, the NIB 14 provides the copier 1 1 
with a Simple Network Management Protocol fSNMP") 
agent 55. SNMP agents are widely used to exchange 
monitoring and control data between network peripher- 
als and network workstations. The agent 55 returns In- 
formation contained in a Management Information Base 
54, which Is a data structure that defines what informa- 
tion can be obtained from the copier 11 and what as- 
pects of the copier 1 1 can be controlled. The NIB 14 in- 
cludes an PJL/RPC Interpreter 52 to Interface between 
the SNMP agent 55 and the XP interface 51 . 

[Workstations] 

[0033] Figure 4 is a view showing the outward appear- 
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ance of a representative embodiment of a workstation 
utilizing the present invention. Shown In Figure 4 Is a 
workstation 9. such as a Macintosh or an IBM PC or PC- 
compatble computer having a windowing environment, 

5 such as Microsoft Windows. Provided with the worksta- 
tion 9 is a display screen 70, such as a color monitor, a 
keyboard 77 for entering user commands, and a point- 
ing device 76, such as a mouse, for pointing to and for 
manipulating objects displayed on the screen 70. 

10 [Q034] The workstation 9 Includes a mass storage de- 
vice such as a computer disk 74 for storing data files. 
The workstation communicates to other external devic- 
es via a facsimile/modem Interface 71 . Such externa! 
devices might Include an internet service provider for 

is providing alternate connection means to Web 6. A print- 
er 75 is provided for hardcopy output 
[0035] Figure 5 is a detailed block diagram showing 
the Internal construction of the workstation 9. As shown 
in Figure 5, the workstation 9 includes a central process- 

20 ing unit (CPU) 81 Interfaced with a computer bus 60. 
Also Interfaced with the computer bus 80 Is a printer in- 
terface 82, a network interface 84, a fax/modem Inter- 
face 85, a display interface 86. a keyboard interface 90, 
a mouse interface 91 , a main memory 87, and a fixed 

2S disk 74. Disk 74 stores a JAVA-enabled web browser, a 
Windows Operating System and various Windows ap- 
plications. The web browser communicates to the LAN 
15 and to the World Wide Web 6 through a network in- 
terface 72. The main memory 87 interfaces with the 

30 computer bus 80 so as to provide random access mem- 
ory storage for use by the CPU 81 while executing 
stored process steps such as those of the web browser. 
Mo re specifically, the CPU 81 loads those process steps 
from the disk 74 Into the main memory 82 and executes 

» those stored process steps out of the main memory 82. 
[0038] Figure 6 is a block diagram of the Technical 
Support workstation 1 . The workstation of Figure 6 is 
comprised of the same general components as the 
workstation of Figure 5 with the exception of the data 

40 stored on the disk 109. In particular, the disk 109 con- 
tains an HTTP server, HTML files, GIF files and JAVA 
applets, in addition to a Web browser. 

(Method and Apparatus for Communicating with A 
4s Network Peripheral] 

[Q037] Figure 7 is a home page 120 of the HTTP serv- 
er 84 located on the NIB 14, as displayed by a browser 
on the display 70. The page 120 includes a Tab Frame 
so 121 , a Viewer Frame 122 and an External Link Frame 
124. 

[00381 The Tab Frame 121 includes icons 128 repre- 
senting other HTML pages which are available from the 
HTTP server 64, As will be discussed below, the Tab 
55 Frame 121 is a fixed component of the copier web pag- 
es, therefore the Tab Frame icons 126 are available from 
any page provided by the HTTP server 64. 
[0039] The External Link Frame 124 includes toons 
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125 which provide access to the HTTP servers located 
within workstations 1 and 4. Like the Tab Frame Icons 
128, these icons 125 are available from any page pro- 
vided by the HTTP server 64. 

[0040] Figure 8 is a hardc^pyor an HTML file 130 cor- 
responding to the copter home page 120. The f3e con- 
tains hypertext tags 131, 132 and 134, which are links 
to HTML flies corresponding to the Tab Frame 1 21 , the 
Viewer Frame 1 22 and the External Link Frame 1 24, re- 
spectively. 

[0041] Figure 9 Is a hardcopy of an HTML file 1 40 cor- 
responding to the Tab Frame 121. The file 140 contains 
a tag 141 directing a browser to display the user options, 
which will be confined to the left side of the browser dis- 
play e re a, as defined by the home page HTML file 130. 
More Importantly, the file 1 40 contains an applet tag 1 42, 
which refers to a JAVA applet located on the HTTP serv- 
er 64. The browser, when processing the file 140, re- 
quests the applet from the HTTP server 64 upon en- 
countering the applet tag 142. The Tab Frame applet 
watts for user action on the Tab Frame 121 and re- 
sponds with appropriate actions. 
[0042] Figure 10 is an •Administration' HTML page 
1 60 downloaded from the HTTP server 64, as displayed 
within a browser. Current configuration settings are dis- 
played In fields such as fields 162, 164 and 155 using 
an applet downloaded from the HTTP server 64. The 
settings are obtained by an SNMP client within the work- 
station from an SNMP agent 68 within the HTTP server 
64. Furthermore, the page 150 contains icons 151 
which, when selected, cause administrative functions to 
be executed within the copier 11 . 
[00431 Figure 11 is an HTML file 160 corresponding 
to the ■* Administration" web page 150. The file contains 
applet tags 161, 162 and 164, which , when encountered 
by a browser, cause corresponding applets to be down- 
loaded from the HTTP server 64 and executed. Upon 
execution, these applets present icons 151 to a user and 
monitor the Icons 151 for user selection, ff an Icon 151 
is selected, the corresponding applet, which has been 
wafting for such a selection, executes the corresponding 
administrative function within the copier. 
[0044] Figure 12 is a home page of a Technical Sup- 
port server 1 as displayed by a browser. The page 1 70 
contains fields 171 and 172 which may be completed 
dynamically via JAVA applets downloaded from the 
Technical Support server 1 or from the HTTP server 68. 
Alternatively, these fields may be completed manually 
by a user. In any case, the data in these fields is con- 
verted to CGI format and sent in an IP packet to the 
Technical Support server 1 upon user selection of "sub- 
mit" icon 174. 

[0045] Figure 1 3 Is a flowchart for describing process 
steps to create an SNMP client in a workstation and to 
reboot a copier via the SNMP client. Generally speak- 
ing, the process steps of Figure 1 3 provide communica- 
tion between a web browser capable of Initiating execu- 
tion of a platform-independent segment of executable 



code and a peripheral having an HTTP server and an 
SNMP agent. Aflrst IP-packet is transferred to the HTTP 
server, and, in response, an HTML file is transmitted to 
the web browser. The HTML file contains a reference to 

* a platform-independent segment of executable code. 
Upon processing the HTML file, this code segment ts 
requested from the HTTP server. 
[0046] After the web browser receives the executable 
code from the HTTP server, execution of the code sog- 

io mem Is initiated In order to create an SNMP client. Ex- 
ecution of the code segment also causes an IP-packet 
to be sent from the SNMP client to the SNMP agent In 
the peripheral. In response to this IP-packet, information 
concerning the peripheral is transferred from the SNMP 

'? agent to the SNMP client. 

[0047] More particularly, in steps 1301, a web brows- 
er executing within a workstation 9 obtains an IP ad- 
dress of an HTTP server 64 corresponding to a network 
copier 11 . The web browser may be any JAVA-enabled 

20 browser, such as Netscape's Navigator® 3.0. Micro- 
soft's internet Explorer® 3.0 or the like. Furthermore, the 
IP address may be obtained In several ways. 
[0040] First, a user may input the IP address directly 
into the appropriate area of the browser's graphical user 

25 Interface. Alternatively, the browser may obtain the IP 
address using a name which corresponds to a World 
Wide Web home page located within the HTTP server 
64 of the network copier 1 1 . According to this alternative, 
the name is sent in an IP packet from the web browser 

so to a domain name server, which returns the home page's 
IP address to the web browser 
[0049] Next, in step S1302, the web browser sends 
an IP packet containing the returned IP address to the 
router 7, which routs the packet to the HTTP server 64. 

33 tn response to the IP packet, the HTTP server 64 sends 
an HTML file to the browser in step SI 304. In step 
S1305, the web browser processes and displays the 
HTML file In accordance with hypertext tags contained 
In the file. 

40 [0050] As shown in Figures 7 to 9, the hypertext tags 
provide page formatting information to the browser 
which defines text areas, graphics areas or JAVA dtent 
areas. For example, upon processing HTML file 130, the 
browser Is instructed by hypertext tag 131 to display a 

« s aeon d HTML file 140 at the left side of the displayed 
page 120. This HTML file 140 represents Tab Frame 
121. Further, hypertext tag 132 instructs the browser to 
display a third HTML file on the right side of the dis- 
played page 120. The third HTML file represents the 

so viewer Frame 1 22 and is dynamically created by the HT- 
TP server 64 so that it presents the current status of the 
copier when displayed. 

[0051] In the case that a browser encounters a graph- 
ics tag which designates an image to be displayed, the 
ss browser retrieves the Image according to the location 
provided in the tag and displays the image In the brows- 
er display area designated by the tag. Stnifarty, In the 
case that a browser encounters a JAVA applet tag, the 
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browser retrieves the segment of JAVA applet code ac- 
cording to the location provided In the tag and, also ac- 
cording to the tag, reserves a client area of the display 
area In which the JAVA applet may display data. The 
browser then initiates a JAVA Virtual Machine fJVM") 
to execute the applet 

[0052] In step S1306, because the browser encoun- 
ters a JAVA applet tag 142 while processing the HTML 
file 140 corresponding to the Tab Frame 121, the brows- 
er sends an J P packet to the HTTP server 64 requesting 
the referenced applet. Accordingly, in step SI 307, the 
HTTP server 64 returns the applet to the browser. 
[0053] The browser. In step S1309, initiates a JAVA 
Virtual Machine In order to execute the JAVA applet. The 
applet Is executed In step S1310, thereby creating an 
SNMP client in the workstation 9 and waiting for user 
selection of one of the Icons 1 26 displayed in the Tab 
Frame 121. 

[0054] In step S1311, the user, using the mouse 76, 
selects the "Admin" toon displayed in the Tab Frame 

121 , The 'Admin" Icon is a hypertext link to the -Admin" 
page located on the HTTP server 64. Therefore, the 
browser, in step S1312, sends an IP packet to the HTTP 
server 64 requesting the *Admin" page's HTML file 160, 
shown in Figure 10. The server 64 sends the HTML file 
1 60 to the browser in step S1314. 

[0055] In step S1315, the browser processes the 
HTML file 160 according to its hypertext tags, which in- 
struct the browser to display the file in the viewer Area 

122. The browser also reserves dient areas 152, 154 
and 155 according to the HTML file's applet tags 165. 
Also in accordance with the applet tag 1 65, the browser 
requests the referenced applet from the HTTP server 
64 In step S1 316. The HTTP server transfers the applet 
to the browser in step S131 7. 

[0056] In step S1 3 1 9, the JVM executes the applet to 
obtain information from the copier 11 using the SNMP 
client created in step SI 310. In particular, the JVM in- 
structs the SNMP client to send an IP packet requesting 
copier information to the SNMP agent 68 with in the net- 
work copier 11. The SNMP client then sends the IP 
packet to the SNMP agent 66 using the IP address ob- 
tained in step SI 301. However, the SNMP agent has a 
different socket number than that of the HTTP server 
64. Accordingly, the SNMP client almply sends the IP 
packet to (he IP address obtained In step S1 301 , along 
with a reference to the SNMP agents socket. 
[0057] In response to the IP packet, the SNMP agent 
66 returns the requested copier information, using 
SNMP protocol, to the SNMP client. The JVM then dis- 
plays the information In the appropriate areas 152, 1 54 
and 1 55 of the "Admin* page 1 50. 
[0058] In step S1320, after the "Admin" page 150 and 
corresponding copter information have been displayed, 
the user selects the "Reboot The Copier* icon 151 . The 
■Reboot" and "Upgrade Firmware" icons 151 are not hy- 
pertext links, rather, these Icons are displayed by JAVA 
applets 1 61 , 162 and 1 64. Accordingly, in step S1321 , 



once selected the applet which displays the "Reboot" 
Icon 151 Is executed so as to cause the SNMP client to 
instruct the SNMP agent 68 to reboot the copier 11 . 
[0059] rt should be noted that the preceding steps 
5 S1311 to S1321 are described with respect to the "Ad- 
min" page 150 only to provide an example of its func- 
tionality, and that any copier information pages may em- 
ploy slmiar functionality. 

to [Accessing Peripheral Web Pages Via Hypertext Links] 

[0060] In one aspect, flow proceeds from step S1 321 
to steps 1424. Instep S1424, the user, using the mouse 
76, selects the "Support" icon displayed in the External 

'0 Link Frame 1 24 of the "Admin" page 1 51 . Next, in step 
S1425. the browser sends an IP packet to a Technical 
Support server 1 requesting the server's home page 
170. The Technical Support server's IP address is ob- 
tained either directly from the currently displayed HTML 

20 file or according to the Technical Support server's do- 
main name, as described above with respect to step 
S1201. 

[0061] In step S1426, the Technical Support server 1 
returns an HTML file to the browser, which in turn dis- 
ss plays a home page 1 70 corresponding to the HTML file. 
The home page 1 70 contains HTML tags which Instruct 
the browser to display, in step S1 427, the page 1 70 with* 
In the Viewer Frame 122 of the browser display. The 
page 1 70 contains user input fields 1 71 and 1 72. 
so [0062] If, in step S1429, the browser encounters any 
applet tags within the Technical Support HTML file, flow 
proceeds to step S1 430, in which the browser retrieves 
the referenced applets from the Technical Support serv- 
er 1 . Next, in step St 431 , the JVM executes the applets 
33 in order to obtain copier information via the SNMP pro- 
tocol and to fill in the appropriate copier information 
fields 171 and 172 the page 170 with the copier infor- 
mation. 

[0063] The applets which allow the SNMP client to re- 
40 trieve copier information are downloaded only when first 
encountered. Thereafter, in the case that the user revis- 
its the page, the applet can be executed Immediately 
and thereby can update the page quickly. In contrast, 
Phase rLink requires an HTTP server to rescript an 
45 HTML file In accordance with copier status each time a 
page corresponding to the file Is summoned by a brows- 
er. 

[0064] Flow proceeds from step S 1 431 to step S1 432. 
If, in step S1429, no applet tags are encountered, flow 

so also proceeds to step S1 432. 

[0065] In step S1 432, the user manually inputs data 
into user in put fields 171 and 172. The web browser con- 
verts this data into CGI format in step S1 434. Thereafter, 
in step S1435, the browser sends a new IP packet to 

ss the Technical Support server which is identical to the 
packet sent in step S1425 except that the new packet 
also contains the CG formatted data. The process 
steps of Figure 14 terminate in step S1436. 
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[Accessing Peripheral Web Pages Via Peripheral 
Applets) 

[0066] In another aspect, flow proceeds from step 
S1321 to step S1524, wherein the "Support" Icon 125 
displayed in the External Link Frame 124 is not a hyper- 
text link to a Technical Support server 1 , rather, the Icon 
Is displayed by a JAVA applet retrieved from the HTTP 
server 64 upon processing the External Link Frame 
HTML file. In step S1524, the user selects this Icon 125. 
[0067] In accordance with the applet, the JVM in- 
structs the browser to access a Technical Support serv- 
er in step S1 525. In step S1526, the browser issues an 
IP packet In order to obtain the Technical Support serv- 
er's home page 170. The Technical Support server's IP 
address may be obtained through either method de- 
scribed above with respect to step S1425. 
[0068] I n step S1 527, the Techn leal Support server 1 
returns an HTML file which defines the Technical Sup- 
port server's home page 1 70. The HTML file instructs 
the web browser to display the home page 170 In the 
Viewer Frame 1 22 of the browser cfisptay. The home 
page 170 also contains areas for inputting copier infor- 
mation. Accordingly, in step SI 529, the JVM executes 
the "Support" applet in order to obtain copier information 
from the SNMP agent 68 via the SNMP client, as de- 
scribed in view of step S1 31 9. Then, in step S1 530, the 
JVM executes the applet so as to input the copter infor- 
mation into the appropriate areas of the page 170. 
[0069] As mentioned above, the applets which allow 
the SNMP client to retrieve copier information are down- 
loaded only once. If the user revisits the page, the applet 
is executed immediately and the page is updated quick- 
ly. In contrast, PhaseriJhk requires an HTTP server to 
rescript an HTML fife in accordance with copier status 
each time the file is requested by a browser. 
[0070] If necessary, in step S1 531 , the user manually 
inputs user information into user input areas of the page 
170. In step S1 532, the user selects a "Submit - icon (not 
shown) In the home page 170. In response, the applet 
Instructs the browser to convert the information input in- 
to the page 1 70 Into CGI format In step SI 534. Next, In 
step S1 535, the browser sends an IP packet to the Tech- 
nical Support server 1 . The IP packet is identical to the 
packet sent to the server 1 in step S1526 except that 
the packet also contains the CGI-forrnatted Information. 
[0071] It should be noted that the applet may be used 
to obtain any data via the SNMP agent and to convert 
that data Into CGI format for delivery to the Technical 
Support server, whether or not the data Is displayed to 
the user. 

[0072] In addition, although JAVA app lets have been 
described, ft should be understood that the process 
steps of Figures 13 to 15 may be used In conjunction 
with any code which is retrievable and executable via a 
web browser. 



[Remote Maintenance and Servicing of Network 
Peripherals] 

[0073] Figure 16 depicts a Web page for providing 

5 servicing Information generated by a network copier in 
response to a service organization request. General 
servicing information 180 Is provided for the service 
technician's review. In addition, links 181 through 184 
can be selected by the technician to bring up additional 

10 copier servicing pages. For example, In the event (Ink 
184 is selected, the page depicted in Figure 17 is re- 
trieved. 

[0074] Figure 1 7 depicts a Web page showing main- 
tenance and diagnostic functions available to be exe- 

" cuted by a copier 11 . When any of buttons 1 80 are se- 
lected and then the send button 1 92 is selected, network 
copier 11 performs the corresponding diagnostic or 
maintenance functions. In addition, by selecting any one 
of links 194, the corresponding page can be retrieved. 

20 [0076] Figure 18 is a flowchart illustrating a process 
steps for performing remote maintenance and servicing 
of copier 11 over the internet by a service technician 
working at workstation 1 . 

[0076] In general, according to the process steps In 
25 Figure 6, a first IP-packet sent from a remote service 
organization is received by a network peripheral device 
via the IP-network, the first IP-packet including a re- 
quest for servicing information from the network periph- 
eral device. Next a second IP-packet is sent automati- 
sm calfy upon receipt of the first IP-packet from the network 
peripheral device to the remote service organization via 
the IP-network, the second IP-packet including the re- 
quested peripheral servicing information. Thereafter, a 
third IP-packet sent from the remote service organiza- 
8* tion to the network peripheral device via the IP-network 
is received by the network peripheral device, the third 
IP-packet including an instruction to execute a periph- 
eral servicing function. Finally, the peripheral servicing 
function Is executed by the network peripheral device 
<0 automatically in response to the third IP-packet 

[0077] More particularly- In step S1801, a service 
technician operating workstation 1 1nitiates contact with 
copier 11 by causing workstation 1 to prepare and send 
an IP-packet to NIB 14 coupled to copier 11 . The IP- 
4* packet contains a request for servicing information from 
network copier 11. 

[0078] In the following description, the service techni- 
cian runs a Web browser on workstation 1. and NIB 14, 
connected to copter 11 , includes an HTTP server which 
so is set up to provide HTML files related to maintenance 
communications. Accordingly, the service technician 
can initiate contact with copier 1 1 by merely entering the 
address of the maintenance and servicing Web page of 
copier 11 Into the browser and executing the browser. 

6 Similarly, it is expected that data will be returned in 
HTML file format However, it is to be understood that 
the data format used Is not limited to HTML. 

[0079] Once generated, the IP-packet Is sent from 
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workstation 1 to NIB 1 4 successively via router 2, world 
wide web 6, router 7 and LAN 1 5. as described in more 
detail above. NIB 14 then unpacks the IP-packet and 
passes the data contained bi ft to copier 1 1 via XP inter* 
raceSI. 

[0080] In step S1802, copier 11 receives and evalu- 
ates the request to determine what data Is required to 
be sent. 

[0081] In step S1 804, based on the evaluation In step 
S1 802, copier 1 1 then retrieves and outputs the data to 
NIB 1 4. NIB 14, in turn, then includes the received data 
in an HTML file using one of the stored HTTP files 65 
and its HTTP server 64. and includes the HTML file in 
an IP-packet. The generated IP-packet which Includes 
In Its destination field the address of workstation 1 , is 
then sent from NIB 14 to workstation 1 successively via 
LAN 1 6, router 7, World Wide Web 6 and router 2. 
[0062] In step S1805, the IP-packet Is received by 
workstation 1. The HTML page, including the data pro- 
vided by copier 1 1 » within the packet is then displayed 
by the Web browser according to the Instructions sent. 
For example, the initial contact would typically have con- 
stituted a request to view a general servicing information 
page of copier 1 1 illustrated In Figure 1 6. As depicted In 
Figure 1 6, the Web page 1 00 contains general servicing 
Information 180 and links 181 through 184 to other pag- 
es. The service technician evaluates the displayed data 
to determine how to proceed next 
[0083] In step S1 80S, if the service technician deter- 
mines that additional servicing information is required, 
flow returns to step S1801 to request such additional 
information. The specific servicing information request- 
ed might depend upon the service technician's original 
motivation for initiating contact with copier 11 and any 
previous information obtained from copier 1 1 . For exam- 
ple, the technician might request more general informa- 
tion when Initially performing scheduled maintenance 
than when the technician has been aterted to the exist- 
ence of a specific problem. 

[0084] Such requests for additional servicing informa- 
tion could be Initiated, for example, by using mouse 76 
to click on any of links 161 through 184 to select the 
desired page, which in turn might contain links to other 
pages. If no additional servicing information is required 
at this time, flow proceeds to step S1807. 
[0085] In step S1807, the service technician deter- 
mines whether any diagnostic or mainten ance functions 
should be run on copier 11 . If, for example, either: (i) no 
problem exists, (ii) the identified problems have been 
corrected, or (10) the problem requires a site visit and ail 
relevant avalable data has already been obtained, the 
technician will generally decide not to instruct execution 
of any additional functions. In that event the process 
ceases. However, If one or more maintenance or diag- 
nostic functions are desired to be executed, flow pro- 
ceeds to step Si 809. 

[0086] In step S1 809, the service technician clicks on 
link 1 84 to retrieve the available function page Illustrated 



in Figure 17, showing the maintenance and diagnostic 
functions available for copier 11. Upon clicking on any 
of buttons 190 and then send button 102. workstation 1 
sends to copier 11 an IP-packet containing instructions 
5 to execute the series of functions selected in the order 
selected. 

[0087] In step S 1 81 0, copier 1 1 receives the data con- 
tained in the IP-packet and executes the functions de- 
scribed. 

to [0088] In step SI 811, copier 11 obtains Information 
relating to the functions performed, and then copier 1 1 
in connection with NIB 14 sends that information via an 
IP-packet containing HTML page update Instructions to 
workstation 1 . Thereafter, flow proceeds to step SI 605 
where the service technician evaluates the information , 
and determines whether additional servicing informa- 
tion is required or additional maintenance or diagnostic 
functions should be run. 

[0089] As mentioned above, various data formats oth- 

20 er than HTML might be used to Implement the Internet 
communications between workstation 1 and copier 11 
described above. For example, rather than sending a 
complete Web page, the network peripheral could send 
only the relevant data, relying on the receiving station 

25 to format the information to r display. 

[0090] Rather than executing a Web browser, work- 
station 1 could instead execute software specifically de- 
signed for communicating with copier 11 . In this event, 
graphical formatting instructions and menus of informa- 

30 tion available from copier 11 are provided in part or in 
whole by means of software internal to workstation 1 , 
rather than exclusively by copier 11 , as described in the 
steps above. Accordingly, in this case it is unnecessary 
to perform the steps or portions of steps described 

as above for requesting or sending any such menu or for- 
matting instructions. 

[0091] Furthermore, the above process steps can ba 
implemented for a system in which a password is re- 
quired to access copier 1 1 via the Internet, in this event, 

40 one or more of the requests from workstation 1 to copier 
11 additionally includes such a password, and the cop- 
ier's evaluation of the requests in stepSI 802 and S1 810 
additionally include the substep of evaluating the pass- 
word provided to determine whether It is valid. 

4* [0092] Alternatively, or in addition to the preceding 
paragraph, In a password system an additional step 
could be included when any packet is sent from work- 
station 1 to copier 1 1 . In this additional step, the validity 
of the password is evaluated in router 7 in order to 

so screen whether the IP-packet should even be passed 
along to LAN 15. 

[Automatic Service Requests Over me World Wide 
Web] 

55 

[0093] Figure 19 depicts a service request page au- 
tomatically generated by a network copier In response 
to a detected condition. The page includes information 



9 



PAGE 14/50 ■ RCVD AT 12/15/2006 7:15:13 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/41 * ONI8:2738300 * C8ID:360 212 3060 * DURATION (mm-SS): 19-24 



12/15/2006 04:49 PM 



HP Legal. Vancouver 360 212 3060 IS/SO 



17 EPOG 

201 concerning the nature of the problem and user in- 
formation. In addition, the page Includes a link 202 to 
other pages containing additional information that can 
be retrieved from the network copter. 
[0094] Figure 20 is a flowchart illustrating a method 
by which network copier 11 sends an automatic service 
request to a service organization operating workstation 
1. 

[0095] Generally, according to Figure 20, a condition 
of the network peripheral device Is detected. Then, in 
response to the detected condition, status information 
is automatically obtained, the status information corre- 
sponding to the detected condition. Finally, upon obtain- 
ing the status information, an IP-packet Is automatically 
transmitted to the remote service organization via the 
IP- network, the IP-packet containing the status inf orma- 
tfon. 

[0096] More particularly, In step S2001, network cop- 
ier 11 detects a condition for which service is required. 
In this context, service might Include, for example, tech- 
nical service and maintenance or service from a sales 
organization, such as delivery of new part. The condition 
might consist of an operational problem, such as a motor 
failure, discovered during self-diagnostic testing or dur- 
ing normal operations. Alternatively, the condition might 
consist of an event triggered by exceeding a threshold 
quantity of usage, such as exceeding a threshold 
number of pages printed without performing scheduled 
maintenance. Finally, the condition might be triggered 
by a particular user input, such as pressing a button in- 
structing copier 11 to place a purchase order request. 
[0097] In step S20O2, in response to the detected con- 
dition information specifically relating to the detected 
condition together with copter configuration anoYor sta- 
tus information is output from copier 11 to NEB 14 via 
XP interface 51. Although In this embodiment the infor- 
mation relating to the detected condition ta generated 
solely within copier 11, it will of course be understood 
other techniques might instead be employed in which 
NEB 14 plays an active role in querying copier 11 for 
such information. 

[0096] In step S2003, NIB 14 receives the information 
from copier 11 and retrieves from EPROM 34 informa- 
tion regarding the user end a contact person for the user. 
[0099] In step S2004, NIB 14 inserts the obtained in- 
formation Into an HTML file selected from HTTP files 65, 
which also Includes a link back to copier 11 . Then, NIB 
14 creates and sends an IP-packet Including the HTML 
file end with the destination field designating the service 
organization. The IP-packet Is transmitted to worksta- 
tion 1 successively via LAN 15, router 7, World Wide 
Web 6 and router 2, as described above in more detail. 
[0100] In step S2006, the IP-packet is received by 
workstation 1 . A browser executing on workstation 1 dis- 
plays the page according to the received instructions. 
Figure 19 illustrates the received Web page. As shown, 
the page includes relevant information 201 concerning 
the user and the detected condition. In addition, by click- 
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ing on link 202 using mouse 76, the servicer organiza- 
tion can automatically obtain additional pages from the 
network copier. 

[0101] In step S2007, NIB 14 prepares and sends an 
9 e-mail message to workstation 9 in order to advise the 
network administrator that a service request has been 
submitted. 

[01 02] Although the process steps described above 
transmit an HTML file, various data formats can be used 

ro to transmit the relevant data from the network peripheral 
to the service organization via the IP- network. Examples 
include transmitting only the field data in CGf format and 
transmitting the information by e-mail. 
[01 03] The present Invention has been described with 

is respect to particular illustrative embodiments. However, 
it is to be understood that the invention is not limited to 
the above described embodiments and that various 
changes and modifications may be made by those of 
ordinary skill in the art wfthout departing from the scope 

20 of the invention as defined by the appended claims. 



Ctaims 

25 t . a method for control! ing a peripheral (11 ) from a re- 
mote apparatus (1) over a network (6, 15) charac- 
terized In that the peripheral (1 1 ) has a server (64) 
and a connection to the network (6, 15), and the re- 
mote apparatus (1) has a web browser (109) and a 

30 connection (84) to the network (6, 15), and the 
method performed at the remote apparatus com- 
prises the steps of: 

sending packet data from the remote apparatus 
33 (t) over the network (6, 15) tD the peripheral 

(11) including a request to provide function in- 
formation showing one or a plurality of functions 
for service or maintenance of the peripheral 
(11); 

40 receiving at the remote apparatus (1) packet 

data from the peripheral (11) over the network 
(6, 15), the packet data Including data present- 
ing the function information from the server (64) 
to the browser (109); 

<** causing the browser to display function Infor- 

mation at the remote apparatus In accordance 
with the received data (S1427); and 
In response to user selection from the displayed 
function information, sending packet data from 

so the remote apparatus (1 ) over the network (6, 

15) to the peripheral (11) (SI 435), the packet 
data including a request to perform the selected 
function of the peripheral (11), wherein the se- 
lected function is performed at the peripheral 

« (11). 

2. A method according to claim 1, wherein the re- 
ceived data causes the browser (1 09) to send a re- 
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quest to the server (64) for cede (S1529) to be ex- 
ecuted by the remote apparatus (1) for service or 
maintenance of the peripheral (11) (S1809). 

3. A method according to any one of the preceding 
claims, wherein one or the plurality of functions for 
service or maintenance of the peripheral comprise 
a diagnostic function, a reboot function, a wire 
cleaning, or a firmware upgrade. 

4. A method according to any one of the preceding 
claims, wherein, if the selected function Is a diag- 
nostic function, the diagnostic function Is performed 
at the peripheral (11) and the browser causes the 
result that is received from the server, of the diag- 
nostic performed by the peripheral (11) to be dis- 
played. 

5. A method for obtaining instruction on a peripheral 
(11) from a remote apparatus (1) over a network, 
characterized In thai the peripheral (11) has a 
server (64) and a connection to the network (6, 1 5), 
and the remote apparatus (1) has a web browser 
(109) and a connection (84) to the network (6, 15), 
and that the method performed at the peripheral 
comprises the steps of: 

receiving at the peripheral (11) packet data 
from the remote apparatus (1 ) over the net- 
work, the packet data Including a request to 
provide function information showing one or a 
plurality of functions for service or maintenance 
of the peripheral; 

sending packet data from the peripheral (11) 
over the network (6, 15) to the remote applica- 
tion (1 ), the packet data including data present- 
ing the function information from the server (64) 
to the browser (1 09) to enable the browser to 
display the function Information at the remote 
apparatus In accordance with the data (S1 627); 
receiving at the peripheral (11) packet data 
from the remote apparatus (1) over the net- 
work, the packet data Including a request to ex- 
ecute the function selected from the function En- 
formation (S1802); and 

In response to the second request to execute 
the selected function, executing the selection 
function at the peripheral (S1 81 0). 

6. A method according to claim 5, wherein the data 
presenting the function information is a file which 
causes the browser (109) to send a request to the 
server (64) for code to be executed by the remote 
apparatus (1 ) for service or maintenance of the pe- 
ripheral (11). 

7. A method according to any one of the preceding 
claims, wherein the peripheral comprises a copier 



10 



(11) or a printer (10). 

8. A method according to any one of the preceding 
claims, wherein one or the plurality of functions for 
service or maintenance of the peripheral comprise 
a diagnostic function, a reboot function, a wire 
cleaning or a firmware upgrade. 

9. A method according to any one of the preceding 
claims, wherein said network Is the Internet, and 
wherein each of said steps of sending and receiving 
Includes sending end/or receiving over the network 
(6, 15) using a HTTP protocol. 

10. A method according to any one of the preceding 
claims, wherein, in response to the second request 
to execute a diagnostic function, the peripheral ex- 
ecutes a diagnostic and the resut of the diagnostic 
executed by the peripheral is sent over the network 
to the browser. 

11. A method according to any one of the preceding 
claims, wherein, when the selected function is to re- 
boot the peripheral, the peripheral reboots (S1321). 

12. An apparatus for obtaining instruction for a periph- 
eral (11) from a remote apparatus (1 ) over a network 
(6, 15), the apparatus being characterized Jo hav- 
ing a server (64) and a connection to the network 
(6, 15), the remote apparatus (1) having a web 
browser and a connection (84) to the network (6, 
15), the apparatus for obtaining instruction further 
comprising: 



35 receiving means for receiving packet data over 

the network (6, 1 5), the packet data including a 
request to provide function information showing 
one or a plurality of functions for service or 
maintenance of the peripheral (11); 

40 sending means for sending packet data over 

the network, the packet data including data pre- 
senting function information from the server 
(64) to the browser (1 09) to enable the browser 
to display the function information at the remote 

45 apparatus in accordance with the data present- 

ing function Information; 
receiving means for receiving packet data over 
the network (6, 15), the packet data Including a 
second request to execute a function selected 

so from the function information; and 

controlling means for, In response to the sec- 
ond request, controlling the peripheral to exe- 
cute the selected function. 

55 13. An apparatus according to claim 12, wherein the ap- 
paratus comprises a network interface board (14). 

14. An apparatus according to either one of claims 12 
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and 1 3, wherein said network (6, 15) comprises the 
Internet, and wherein each of said sending means 
and said receiving means is arranged to send andr 
or receive over the network (6, 15) using a HTTP 
protocol. 

15. An apparatus according to any one of claims 12 to 

14, wherein the peripheral comprises a copier (11) 
or a printer (10). 

16. An apparatus according to any one of claims 1 2 to 

15, wherein, in response to the second request to 
execute a diagnostic function, said controlling 
means controls the peripheral to execute a diagno- 
sis and sends the result of the diagnosis executed 
by the peripheral (11 ) over the network to the brows- 
er (109). 

17. An apparatus according to any one of claims 12 to 
18, wherein the selected function is to reboot the 
peripheral (11), said controlling means reboots the 
peripheral (11). 

18. An apparatus according to any one of claims 12 to 

17, wherein the peripheral (11) includes the appa- 
ratus for obtaining instruction. 

19. An apparatus according to any one of claims 12 to 

1 8, wherein one or the plurality of functions for serv- 
ice or maintenance of the peripheral comprises a 
diagnostic function, a reboot function, a wire clean- 
ing or a firmware upgrade. 

20. A computer program including processor imple- 
mentable instructions for performing all the steps of 
a method according to any one of claims 1 to 11 . 

21. A computer software product storing a compuler 
program according to claim 20. 



PatentansprOche 

1 . Verfahren zum Steuem eines Peripheriegerats (11) 
durch eine entfernte Vorrichtung (1) Qberefn Netz- 
werk (6, 15), dadureh gekennzetchnet, daB das 
Perlpheriegerat (1 1 ) einen Server (64) und eine Ver- 
blndung zu dem Netzwerk (6. 15) aufwelst und die 
entfernte Vorrichtung (1) einen Webbrowser (109) 
und eine Verbindung zu dem Netzwerk (6, 15) auf- 
welst, und das an der entfemten Vorrichtung durch- 
gefuhrte Verfahren die Schritte umfaBt: 

Senden von Paketdaten von der entfemten 
Vorrichtung (1) Qber das Netzwerk (6, 15) an 
das Pertpheriegeral (11) einschlieBlich einer 
Anwelsung zum BereitsteOen von Funktionsin- 
formationen, die eine oder eine Vielzaht von 
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Funktionen zur Bedienung oder Wartung des 
Peripheriegerats (11) zelgen; 
Empfangen von Paketdaten von dem Periphe- 
riegerfit (11) fiber das Netzwerk (6. 15) an der 
5 entfemten Vomcrrtung (1). wobei die Paketda- 

ten Daten befnhaKen, die die Funktlonslnfor- 
mationen von dem Server (64) fur den Browser 
(109)darstellen; 

VeranJassen des Browsers, Funkttonslnforma- 
'o tionen an der entfemten Vorrichtung in Qber- 

einstimmung mit den empfangenen Daten an- 
zuzeigen (S1427); und 

Senden. In Antwort aul eine Benutzerauswahl 
aus den angezelgten FunktJonslnformatlonen, 

is von Paketdaten von der entfemten Vorrichtung 

(1) Qber das Netzwerk (6, 15) an das Perlphe- 
riegerat (11 ) (S1 435), wobei die Paketdaten si- 
ne Aufforderung zum Durchffihren der ausge- 
wflhtten Funktion des Peripheriegerats (11) be- 

20 Inhaften, und wobei die ausgewahlte Funktion 

an dem Perlpheriegerat (11) durchgefOhrt wird. 

2. Verfahren nach Anspruch 1 , bei dem die empfan- 
genen Daten den Browser (109) verantassen, eine 

25 Aufforderung an den Server (64) zu senden 
(S1529), Code zu Obertragen, der durch die ent- 
fernte vorrichtung (1 ) fur Dienste fur das oder eine 
Wartung des Peripheriegerat(s) (11) auszufuhren 
ist(Sl809). 

30 

3. Verfahren nach einem der vorangehenden Ansprfl- 
che, bet dem eine der oder die Vielzahl von Funk- 
tionen fur Dienste fur das oder die Wartung des Pe- 
ripheriegerat(s) eine Diagnosefunktton, eine Re- 

33 boot-Funktion, eine Verdrahtungsreinlgung oder 
eln Firmware-Upgrade umfassen. 

4. Verfahren nach einem der vorangehenden Anspnj- 
che, bei dem dann, wenn dieausgewtthlte Funktion 

40 eine DEagnosefunktion 1st, die Dlagnosefunktion an 
dem Peripheriegerat (11) durchgefuhrt wird und der 
Browser verantefct, daB das Ergebnis der durch das 
Peripheriegerat (11) durchgefuhrten Diagnose, das 
von dem Server empfangen wird, angezeigt wird. 

43 

5. Verfahren zum Erhaiten einer Anwelsung fOr eln 
Peripheriegerat (1 1 ) von einer entfemten Vorrich- 
tung (1) Qbereln Netzwerk, daduroh gekennzelch- 
net, daS das Peripheriegerat (1 1 ) einen Server und 

50 eine Verbindung mit dem Netzwerk (6, 1 5) autweist, 
und die entfernte Vorrichtung (1 ) einen Webbrowser 
(109) und eine Verbindung (84) zu dem Netzwerk 
(6, 15) aufwelst, und daB das an dem Peripherie- 
gerat durch gefuhrte Verfahren die Schritte umfaBt: 

55 

Empfangen, an dem Peripheriegerat (11), von 
Paketdaten von der entfemten Vorrichtung (1) 
flber das Netzwerk, wobei die Paketdaten eine 
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Auff ordering zum BereltsteDen von Funktions- 
informationen beinhaiten, die elne oder eine 
Vielzahl von Funktionen fur Dienste oder zur 
Wartung dos Peripheric ge rate zeigen; 
Senden von Paketdaten von dem Peripherie- 
gerat (1 1 ) iiber das Netzwerk (6,15) an die ent- 
femte Anwendung (1), wobei die Paketdaten 
die die Funktionsinformationen von dem Server 
(64) an den Browser (109) darsteltenden Dalen 
beirchaften, urn es dem Browser zu ermogli- 
chen, die Funktk>nsinformationen an der ent- 
femten Vorrichtung in Obereinstimmung mit 
den Daten anzuzeigen (S1527); 
Empfangen, an dem PeripheriBgerat (11), von 
Paketdaten von der enttemten Vorrichtung (1 ) 
uber das Netzwerk, wobei die Paketdaten eine 
Auffordarung beinhalten, die aus den Funkti- 
onsinformationen ausgewanlte Funktion aus- 
zufuhren (S1802); und 

In Antwort auf die zweite AuTTorderung, urn die 
ausgewahlte Funktion auszufuhren, AusfQhren 
derausgewahlten Funktion an dem Peripherie- 
gerat (S1810). 

6. Verfahren nach Anspruch 5, bei dem die die Funk- 
tions information en darstedenden Daten eine Date! 
sind, welche den Browser (1 08) veranlafct, eine Auf- 
f orderu ng an den Server (64) nach Code zu senden, 
der durch die entfemte Vorrfchtung (1 ) zur Dierst- 
letetung fur das oder elne Wartung dee Perlpherle- 
gerat(s) auszufuhren ist. 

7. Verfahren nach einem der vorangehenden AnsprO- 
che, bei dem das Perlpheriegerat ein Kopiergerat 
(11) oder elnen Drukker (10) umfaBt. 

a. Verfahren nach el nam der vorangehenden Ansprfl- 
che, bei dem elne oder die Vielzahl von Funktionen 
f Or Dienste fur das oder eine Wartung des Periphe- 
rtegerat(s) eine Diagnosefunktion, eine Reboot- 
Funktlon Oder eine Verdrahtungerelnigungstunkti- 
on t oder eln Firmware-Upgrade umfaBt. 

0. Verfahren nach einem der vorangehenden Anspru- 
cho, bei dem das Netzwerk das Internet ist, und bei 
dam J oder der Schritte des Sendens und Empfan- 
gens ein Senden unoVoder Empfangen uber das 
Netzwerk (6, 15) unter Verwendung eines HT- 
TP-ProtokoPs beinhattet. 

10. Verfahren nach einem der vorangehenden Anspru- 
che, bei dem in Antwort auf die zwette AufTorderung 
zum AusfQhren elner Diagnosefunktion das Perl- 
pheriegerat elne Diagnose auslQhrt und das Ergeb- 
nls der durch das Peripherteger&t ausgefuhrten 
Diagnose uber das Netzwerk an den Browser ge- 
sendet wtrd. 



11. Verfahren nach einem der vorangehenden A nsp ru- 
che, bei dem dann, wenn die ausgewahrto Funktion 
zum neu Booten des PGripheriegerats dlent, das 
Perlpheriegerat neu bootet (S1321). 

5 

12. Vorrichtung zum Erhalten einer Artweisung fur ein 
Perlpheriegerat (11) von elner entfernten Vorrlch- 
tung (1) uber ein Netzwerk (6, 15), wobei die Vor- 
nchtung dadurch gokennzeichnet 1st, daB ste el- 

io nem Server (64) und elne Verblndung zu dem Netz- 
werk (6,15) aufwetst, und die entfemte Vorrichtung 
(1 ) einen Webbrowser und eine Verbtndung (64) zu 
dem Netzwerk (6,15) aufwelst, und wobei die Vor- 
richtung zum Erhalten elner Artweisung wetter um- 

eine Empfangseinrichtung zum Empfangen 
von Paketdaten uber das Netzwerk (6, 15), wo- 
bei die Paketdaten eine AufTorderung zum Be- 
29 rertstellen von Funktionsinformatione n beinhal- 

tet, die eine oder elne Vlelzahl von Funktionen 
fur Dienste oder etna Wartung des Peripherie- 
gerats zeigen; 

elne Sendaeinrtehtung zum Senden von Paket- 
25 daten uber das Netzwerk, wobei die Paketda- 

ten Daten beinhalten, die Funktionsinformatio- 
nen von dem Server (64) zu dem Browser (1 09) 
beinharten, urn es dem Browser zu ermdgli- 
chen, die Funktionsinformationen an der ent- 
so fernten Vorrlchtung in Ubereinstirnmung mit 

den Funktionsinformationen darsteDenden Da- 
ten anzuzeigen; 

etna Empfangseinrichtung zum Empfangen 
von Paketdaten uber das Netzwerk (6, 1 5), wo- 
35 be! die Paketdaten eine zweite AufTorderung 

zum AusfChren einer aus den Funktionsinfor- 
mationen ausgew&htten Funktion beinhalten; 
und 

eine Steuereinrichtung zum, in Antwort auf die 
40 zweite AufTorderung, Steuem des Peripherie- 

ger&ts so r daB die ausgewahrte Funktion aus- 
gefOhrt wird. 

13. Vorrichtung nach Anspruch 12, bei der die Vorrich- 
45 tung elne Netzwerfcschnittstellenlcarte (14) umfaBt. 

14. Vorrlchtung nach einem der AnsprOche 12 oder 13, 
bei dor das Netzwerk (6, 15) das Internet umfaBt, 
und bei der die Sendeeinrichtung und die Emp- 

50 fangseinrfchtung dazu artgeordnet sind, Qber das 
Netzwerk (6, 15) unter Verwendung elnes http-Pro- 
tokolte zu senden unoVoder zu empfangen. 

15. Vorrlchtung nach einem der AnsprOche 12 bis 14, 
55 bei der das Perlpheriegerat ein Kopiergerat (13) 

oder einen Drucker (10) umfaBt. 

16. Vorrichtung nach einem der AnsprOche 12 bis 15, 
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bei der in Antwort auf cfie zwelte Aufforderung zum 
AusfQhren elner DiagnosefunkUon die Steuereln- 
richtung das PeriphsriegerSt so steuert , daB as eine 
Diagnose ausfuhrt und das Ergebnis dor dunch das 
Peripheriegerat (11) ausgefuhrten Diagnose uber 
das Net2wertc an den Browser (109) sendet. 

17. Vorrichtung nach einern der AnsprOche 12 bts 16, 
bei der die ausgewahlte Funktion dazu dient, das 
Peripheriegerat (11) neu zu booten, und die Steu- 
erelnricntung das Peripheriegerat neu bootet 

18. Vorrichtung nach einem der AnsprOche 12 bis 17, 
bei der das Peripheriegerat (11) die Vorrichtung 
zum Erhaften von Anweisungen beinhattet. 

19. Vorrichtung nach einem der AnsprOche 12 bis IB, 
bei der eine oder die Vietzah! von Funktionen fur 
Dienste oder eine Warning des PeripheriegeraSs ei- 
ne Dlagnosefunktlon, eine Reboot- Fun Iction, eine 
Verdrahtungsreinigungoderein Firmware-Upgrade 
umfaBt. 

20. Corrtputerprogramm mit in einen Prozessor Imple- 
menrJerbaren Anweisungen zum DurchfOhreri alter 
Schrftte elnes Verfahrens nach einem der AnsprO- 
che 1 bis 11. 

21. Comp jter- Software p rod ukt, dasein Computerpro- 
gramm nach Anspruch 20 spefchert. 



Revendlcatlons 

1. Procede de command© d'un peripherlque (11) de- 
pute un appareil distant (1) via un reseau (6, 15), 
caracterise en ce qua le peripherlque (11 ) posse- 
de un eerveur (64) et une connexion ail reseau (6, 
15), en ce que I'appareil distant (1) possede un na- 
vigateurweb (109) et une connexion (64) au reseau 
(6. 15) et en ce qua le precede mfs en oeuvre a 
I'ap pared distant comprend les e tapes consistent a : 

envoy er dee donnees en paquets depuis I'ap- 
pareil distant (1), via le reseau (6, 15), vers le 
peripherique (11), comprenant une requete 
cTinformation sur les fonctions, presentant une 
ou une plurality de fonctions de service ou de 
maintenance du peripherlque (11) ; 
recevolr sur rappareil distant (1) des donnees 
en paquets provertant du peripherlque (11 ). via 
le reseau (6, 1 6), les donnees en paquets com- 
prenant des donnees presentant les Informa- 
tions de fonction du serveur (64) vers le navi- 
gateur (1 09) ; 

fair© afficher par le navkjateur les informations 
de fonction sur Papparell distant, selon tea don- 
nees recues (S1427) ; et 
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en reponse a une selection par rutinsateur par- 
mi les informations affichees sur les fonctions, 
envoyer des donnees en paquets depuis I'ap- 
pareit distant (1), via le reseau (6, 15), vers le 
3 peripherlque (11 ) (S1435), les donnees en pa- 

quets comprenant una demands d'execution 
de la fonction selectlonnee du peripherlque 
{ 1 1 ) , la fonction selection nee etant executes au 
niveau du peripherlque (11). 

10 

2. Procede selon la revendication 1 , dans lequel les 
donnees recues font que le navigateur (109) envoi© 
au serveur (64) une demands de code (S1 529) de- 
vant etre execute par rappareil distant (1) pour le 
service ou la maintenance du peripherlque (11) 
(S1B09). 

3. Procede selon Tune queteonque des revindications 
precedentes, dans lequel une ou la pluralite de 

so fonctions de service ou de maintenance du penphe- 
rique comprend une fonction de diagnostic, une 
fonction de reamorcage, de nettoyage de fil ou une 
mise a jour de micropro gramme. . 

2s 4. Procede selon rune queteonque des revendications 
precedentes, dans lequel, si la fonction selection- 
nee est une fonction de diagnostic, la fonction de 
diagnostic est execute© au peripherrque (11) et le 
navigateur fait afficher le resultat du diagnostic exe- 

30 cute au niveau du peripherique (11), qu'il a recti du 
serveur. 

5. Procede cfobtention destructions sur un peripheri- 
que (11 ), a partir d'un appareil distant (1) via un re- 

■35 seau, caract&rtse en ce que le peripherique (11 ) 
possede un serveur (64) et une connexion au re- 
seau (6, 1 5), en ce que rappareil distant (1 ) posse- 
de un navigateur web (109) et une connexion (84) 
au reseau (6, 15) et en ce que le procede mis en 

40 oeuvre sur le peripherique comprend les etapes 
consistent a : 

recevoir sur te peripherique (11) des donnees 
en paquets de I'appareil distant (1), via le re- 
's seau, les donnees en paquets comprenant une 
requete conformation sur les fonctions, mon- 
trant une ou une pluralite de fonctions de ser- 
vice ou de maintenance du peripherique ; 
envoyer des donnees en paquets depuis le pe- 
so ripherique (11), via le reseau (6, 1 5), vers rap- 
plication dtetante (1), les donnees en paquets 
comprenant des donnees presentant les infor- 
mations de fonctions du serveur (64) au navi- 
gateur (109), aftn de permettre au navigateur 
s* d'affichar les Informations de fonctions a rap- 
pareil distant, selon les donnees recues 
(S1527) ; 

recevolr au niveau du peripherique (11) des 
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donnees en paquets provenant de I'appareil 
distant (1), via le reseau, les donnees en pa* 
quets comprenant one demande d'execution 
do la fonction selection nee parmi las informa- 
tions sur las fonctions (Si 802) ; et 
en reponse a ta deuxieme demande dTexecu- 
tion de ta function selectionnee, executBr ta 
fonction selectionnee au niveau du peripherv 
que (S1810). 

6. Procede selon la revenalcation 5, dans lequel les 
donnees presentant les informations sur lea fonc- 
tions sont un fichierqui amene le navigataur (109) 
a envoyer au serveur (84) une demande de code 
devant etre execute par I'appareil distant (1) pour 
io service ou la maintenance du peripherique (11). 

7. Procede selon f une quelconque des revendications 
precedentes, dans lequel le peripherique comprerid 
un copfeur (11) ou une tmprimante (10). 

8. Procede eelon Tune quelconque des revendications 
precedentes, dans lequel une ou la ptureltte de 
fonctions de service ou de maintenance du periphe- 
rique comprend une fonction de diagnostic, une 
fonction de reamorcage, un nettoyage de fl) ou une 
mtee a jour de microprogramrne. 

9. Procede selon runequeteonq ue des revendications 
precedentes, dans lequel leda reseau est I'lnternet, 
et dans lequel chacune desdites etapes d'emisslon 
et de reception comprend remission et/ou la recep- 
tion, via le reseau (6, 15), en utMsant un protocol e 
HTTP. 

10. Procede selon Tune quelconque des revendications 
precedentes, dans lequel, en reponse a la deuxie- 
me demande d'execution d"une fonction de dia- 
gnostic, le peripherique execute un diagnostic et le 
resultat du diagnostic execute au niveau du pdnV 
pherique est envoye au navigatour via le reseau. 

11. Procede selon I'u no quelconque des revendications 
precedentes, dans lequel, lorsque la fonction selec- 
tionnee est le rec&rrtarrage du peripherique. le pe- 
ripherique redemarre (S1321). 

12. Appareil cfobtentlon d'lnstructlonsd'un appareil dis- 
tant (1). via un reseau (6, 15), pourun peripherique 
(11), I'appareil etantcaracterlae en oe qufil posse- 
de un serveur (64) et una connexion au reseau (6, 
15), I'appareil distant (1) ayant un navigatour web 
et une connexion (84) au reseau (6, 15), r appareil 
oVobtention destructions comprenant en outre : 

un moyen de reception destine ft recevoir des 
donnees en paquets sur le reseau (6, 15), les 
donnees en paquets comprenant une roqucto 
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d'information sur les fonctions, montrant une ou 
une plujRMe de fonctiorts de service ou de 
maintenance du peripherique (11) ; 
un moyen o* emission destine a emettre des 

s donndes en paquets sur le reseau, les donnees 

en paquets comprenant des donnees presen- 
tant au navigataur (109) des informations de 
fonctiorts du serveur (64), afin de permettre au 
navigatour d'afflcher tea Informatlone de fonc- 

10 tions sur t appareil distant, conformement aux 

donnees presentant des Informations de 
fonction ; 

un moyen de reception de donnees en paquets 
via le reseau (6, 15), les donnee9 en paquets 
'5 comprenant une deuxieme demande cfexecu- 

ter une fonction selectionnee parmi les informa- 
tions de fonctions ; et 

un moyen de commande destine, en reponse 
a la deuxieme demande, a commander au pe- 
^0 ripherique d'executer la fonction selectionnee. 

13. Appareil selon la revendication 12, dans lequel I'ap- 
pareil comprend une carte dlnterface reseau (14). 

25 14. Appareil seton Pone quelconque des revendications 
12 et 13, dans lequel tecfit reseau (8, 15) comprend 
r Internet, et dans lequel chacun desdlts moyens 
Remission et desdlts moyens de reception est con- 
cu pour emettre et/ou recevoir sur le reseau (6, 15) 

30 en utitisant un protocole HTTP. 

1 5. Appareil salon Tune quelconque des revendicatrons 
12 a 14, dans lequel le peripherique comprend un 
copieur (11) ou une imprimante (10). 

33 

16. Appareil selon Tune quelconque des revendications 
12 a 15, dans lequel, en reponse a la deuxieme de* 
mande d'execution d\we fonction de diagnostic, le- 
dlt moyen de commande commande au peripheri- 
es que d'executer un diagnostic et envole le resultat 

du diagnostic execute au niveau du peripherique 
(11) au rtavlgateur (109) via le reseau. 

17. Appareil selon Tune quelconque des revendications 
45 1 2 a 1 6, dans lequel, lorsque la fonction selection- 
nee est le reamorcage du peripherique (11), ledlt 
moyen de commande reamorce le peripherique 
(11)- 

so ie, Appareil selon Tune quelconque des revendications 
12 a 17, dans lequel le peripherique (11) inctut Pap- 
pareil d'obtention destructions. 

19* Appareil selon Tune quelconque des revendications 
55 1 2 a 1 8, dans lequel une ou la plurality de fonctions 
de service ou de maintenance du peripherique com- 
prend une fonction de diagnostic, une fonction de 
reamorcage, do nettoyage de fil ou de mlse a jour 
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de microprogram me. 

20. Programme oTordinateur comprenant des instruc- 
tions pouvant etre mises en oeuvre par un proces- 
seur, destine a executor toutes les etapes d'un pro- s 
cede selon t'une quelconque des revend (cations 1 

6 11. 

21. Progiciel pour ordtnateur stockant un programme 
oTordinateur selon ta revert dication 20. 10 
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^130 

<HTML> J 
<HEAD> 

<TTTLE> Canon Webspot vl .0 pre-alpha</nTLE> 
<FRAMESET ROWS=-90%,*"> 

<FRAMESET COLS="l44. *"> ^131 

<FRAME SRC-left him" NA^-TabftameV J 13 _ 
<FRAME SRC="home.htmr NAME='MalnRanie*>-^* 

</FRAMESET> 

<FRAME NAME""FooterFraine" 19A 
SRC=«httpV/148.1 B4.22.1 07/he.p/footer.htm''-^ 
MARGIMHEIGHT^I- BORDER=0> 
</FRAMESET> 

<BR> 



<META NAME="GENERATOR' COMTENTslnternet Assistant for 

Microsoft Word 2.0T> 

</HEAD> 

<BODY TOPMARGINt»0 BACKQ ROUND="FOOT_BACK-GI F"> 

<P> 

<BR> 



</BODY> 
</HTML> 



FIG. 8 
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<IDOCTYPB HTML PUBUC "V/W3C//DTD HTML 3.2//EN*> / 

<HTML> 

<HEAD> 

<TTTl^UfrtJtted</Trn-E> 

<META NAME=°GENERAIOR" CONTEf4T="Mozata/3.0GoJd (Wln95;l) 
(Netscape]^ 
</HEAD> 
<BOCY> 

<PxA> HREF="home JmuT TARGET="MaInFrame*xlMG SRC="GRBUl.Qif- 
BORDER=0 HBGHT=12 WIDTH=1 1 ></A><BxFONT 
COLOR s "#000000%VVielooine</PONT></B> 

<HR></P> 

<PxmkxfP> 

<P><A HR0^^status2.htnj"TARGET«T^nRame"><IMG 

SRC=-GRBULGIP BORDERS HFJGHT=1 2 W1DTH=1 1 x/AxBxFONT 

COLOR=-#0O0080r>Status& 

Error3</FONT></B> 

<HRx/P> 

^-141 

<R><A HREF="featuresJitm" TARGET='MalnFrame"xlMG 
SRC="GRBULG1F BORDER=0 HEGHT=12 WDTH=11></A><B><FONT 
COLORo"#80008(r>Features</FONTx/B> 

<HRx/P> 

<PxA HRS==^mln.htm*TARGET=-MainFfame'><IMG 
SRC="GRBUI_G1P BORDER=0 HEIGHT=12 W1D7H=1 1x/A><BxFONT 
COLOR="#0Q8(»0%^mkiistration</FONn"></B> 

<HR></P> ^ 142 

<APPLET CODE=*setectdas8"> 
</APPLET> 

</BODY> 
<HTML> 



FIG. 9 
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^160 

<IDOCTYPE HTML PUBUC V/VV3C//DTD HTML 3^7EN"> / 

<HTML> 

<HEAD> 

<TTrLE>Untltled</TrrLE> 

<ME1A NAME="GENERA!POR* COMTENT="MozJHa/3.0Qold (Win95; [) 
[NetscapeT> 
</HEAD> 
<BOOY> 

<PxA NAMB^"admlnjMrrentcortn^^A><FO^ SrZE=+2xB><FC»4T 

COLOR="ff008080%AdminlstiatIon^FOI4r><^> 

</FONTxlMG 

SR(^m:///G|/USERS/MKDWMER/MKDDIMER^ 
1.gfT HaQHTo16 WIDTH «=94xA HR6F='fiash.f1"><IMG 
SRC«WV//G|/USERS/MKDDlMER/MKDDlMER/w^ 
.gr BOROER=0 HEIQHT=18WlDTH=17B></AxA 
HREF=-p_defauKs.p<rxlMQ 
SR(^*TileV//Gl/USER3/MI«0DIMERM 

tflngs 1 .gir BORDERcO HBGHT=18 W1DTH<=174></A></P> 

161 

V >cAPPLET CODE="appfoons.dass"WlDTH=100 HEIGHT=26> 
</APPLET> 

165 

^cAPPLET CODE=n»indtbl.das3'WlDTH=eOO HEIGHT=1000> 
</APPLET> 

</BODY> 
</HTML> 
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BROWSER OBTAINS IP 
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IP PACKET CONTAINING IP 
ADDRESS SENT TO ROUTER 



81302 



HTML RLE SENT TO BROWSER 



81304 



S1306 



BROWSER DISPLAYS HTML FILE 



y 



S1306 



BROWSER REQUESTS APPLET FROM HTTP SERVER 



y 



31307 



HTTP SERVER SENDS APPLET TO BROWSER 



y 



SI 309 



BROWSER INITIATES JAVA VIRTUAL MACHINE 



y 



S1310 



JVM CREATES SNMP CLIENT IN WORKSTATION 



y 
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BROWSER SENDS IP PACKET TO HTTP 
SERVER REQUESTINQ ADMN HTML RLE 
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S1314 




HTTP SERVER SENDS ADMIN 
HTML FILE TO BROWSER 
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, S1315 



BROWSER DISPLAYS HTML FILE 



v 
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BROWSER REQUESTS APPLET FROM HTTP SERVER 



Y 
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HTTP SERVER SENDS APPLET TO BROWSER 
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JVM EXECUTES APPLET 



Y 



USER SELECTS "REBOOT APPLET LINK 



81320 
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JVM EXECUTES APPLET TO REBOOT COPIER 



Y 
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BROWSER DISPLAYS HTML FILE 
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BROWSER RETRIEVES 
APPUET FROM TECH 
SUPPORT SERVER 
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COMPLETE PAGE FIELDS 



BROWSER CONVERTS FIELD 
ENTRIES TO CGI FORMAT 



S1434 
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USER SELECTS TECH 
SUPPORT ICON 
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JVM INSTRUCTS BROWSER TO 
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BROWSER SENDS IP PACKET TO 
TECH SUPPORT SERVER 
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TECH SUPPORT SERVER RETURNS 
HTML FILE TO BROWSER 
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EXECUTE APPLET TO OBTAIN COPIER 
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P 
-p 
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COMPLETE HTML FIELDS WfTH COPTER 
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USER SELECTS SUBMIT ICON 



. BROWSER CONVERTS 
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